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0 Setting the English language

To change the language to English, launch the PEM-HEART Signature program.

Then click "Ustawienia" button.

PEM-HEART 3.9

Signature
Weryfikuj

==

EnicmAa

Then choose "Ogo6lne" tab
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PEM-HEART Signature

K Ustawienia

ver. 21.12.2021

[7] Dodaj znacznik czasu

Dodaj odpowied? OCSP

[ XAdES otaczajacy
XAdES w osobnym pliku
[7] xAdES otoczony (tylko dia plikdw XML)

Podpisywanie Pliki Proxy PIN | Certyfikaty | Listy Ogdine izacje | Import danych ‘
-
Format ityp i e
Rozszerzenie Opcje rozszerzenia
~s Format podpisu
*PDF @ XAdES (norma ETSI TS 101 903)
= XML

() CAdES, CM5 (norma ETSI TS 101 733)
CAdES, CMS w osobnym pliku

(7) CAdES, 5/MIME (norma ETSI TS 101 733)

PAdES (tylko dla plikdw PDF) (norma ETSI TS 102 778)

() ASIC (norma ETSI TS 102 918)

[ Zakoduj base64 dokumenty xml podczas skiadania podpisu otaczajacego XAJES
[T Uzyj atrybutu "Wskazanie na certyfikat podpisujacego™ (ang. Signing Certificate) w wersji 2

["] Dodaj rodzaj zobowiazania potwierdzenie pochodzenia {proof of origin) hd

m

& Ustawienia

Then, change the language to English and click "Save"

Podpisywanie | Pliki Proxy

PIN | Certyfikaty | Listy TSL

Ogélne | Aktualizage | Import danych ‘

ienia GUL

Jezyk

[ Uzyj whudowanych okien wyboru pliku
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1 Introduction

PEM-HEART Signature software is designated to:

1) create qualified signatures or electronic seals based on certificates issued by CenCert,
2) validate qualified electronic signatures or seals (also based on certificates issued in other EU countries),
when the certificate is valid (not outside the validity period).

It is also possible to:

e validate electronic signatures/seals outside the certificate validity period, if the signature is in the
archival form (see description of the archival form in the Notes in Chapter 4), or

o validate signatures/seals based on commercial (non-qualified) certificates issued by CenCert.

2 Product safety

The program should be used on a computer which is under control of the certificate owner. The computer
should be protected from access by unauthorized persons, have installed anti-virus software up to date and
current operating system updates.

Electronic signatures must not be made on a computer which safety is unknown (e.g. computer available to
the public or to untrusted people, etc.).
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3 Signing

3.1 Signing - if you use smartcard or USB token
If you work on Mac OS or Linux - go to chapter 5.2.

For sign a file on a disk, insert your CenCert card into a card reader (or insert USB token to the USB port),
then Right click on the file name. Then select the menu command PEM-HEART Signature -> Podpisz,.

K5 )= » Komputer » DATA(E) » Jacek GDyski0L7 » Enigma » !Dozrobienia » 1 [ 43 || Precszukaj1 o[
e o Ay Mmoo ] e

Organizuj = [iw) Otwérz Drukuj Nagraj Nowy folder B - [l @

o Muzyka - Data modyfikagji Typ Rozmiar
[&] Oby
B vieen orwer
Edyt
+ Grupa domowa Nowl:
Drukuj
8 Komputer £ P:):;:Js Elektreniczny PWPW SIGN 5
&L Dysk lokalny (C:) 1-Zi
ca DATA(E) CR:SHA

9:39 Dokument progra... 10 KEl

=
N

Convert to Adobe PDF
Plik do podpisu.docx Tytut Dodaj tytut

Dokument programu Microsoft Office Word Autorzy: Jacek Pokrasniewicz

Convert to Adobe PDF and EMail fedcitecoiizg

Combine files in Acrobat...

Edit with Notepad++
Dysk Google 3

tE PH0

Otwérz za pomoca 3

PEM-HEART Signature 3 [ Podpisz i

Norton 360 3

Przywrod poprzednie wersje

Wyslij do 3
Wytnij

Kopiuj

Utwarz skrét
Usuri

Zmien nazwe

Wiasciwosci
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The signature window is displayed:
7] PEM-HEART Signature - o

lj Electronic signature ENIGMA

B B X B 2

Add fle Add directory Remove file Clear list = Show document  Open Help
File list

File Signature format

‘C:\Users\}\ndrzej\enigmap‘l1-cardmanager-2019101 6-114144.log XAdES

Output directories

(®) Save the signature file in the directory with the original document.

() Save the signature filz in following directory:

Seled...

Options... Mext = Cancel

If the signature format suits you (in this case it's XAdES), press the Next button.
The program warns you that your private key will be used:

(7] PEM-HEART Signature

Caution! Private key will be used to create signature with accordance to the
_I,_L Polish Electronic Signature Act and for signing timestamp request.

Then the program asks for the PIN to your card:

PEM-HEART Signature

Entering the PIN code

Please enter PIN code protecting card keys

Cars

and generates qualified electronic signature:

ver. 21.12.2021
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H PEM-HEART Signature
/j Electronic signature

~ £ U ‘?

Show document | Open containing directory  Show report  Open Help

Signature operation has been completed

File

- o

€ENIGMA

Signature format

4 |@ C\Users\Andrzej\Desktop\Katalog testéw CenCert.docx

KAdES

Signature was saved in the file:
Ch\Users\Andrzej\Desktop'Katalog testéw CenCert.docxxades

Comments:

Close

ver. 21.12.2021

1) Advanced options such as a format of signatures, placing signatures in a separate files, time stamping, and

other settings - are available under the button Options. Settings changed in this way refer to one signature

and are not remembered for later use. For general options see chapter 8.1.

2) Depending on the signature format, a signature will be saved in the same file without changing the name

or in a new file with the changed file name extension.

3) If you choose "signature in a separate file", the signature will be saved in a separate file. In this case, you

must provide two files to the recipient: the original (signed) file and the signature file.

4) If the signature is to contain a time stamp and / or OCSP token, an Internet connection is required when

signing. You may also need to buy a time stamping service package.

3.2 Signing - if you use rSign (cloud signing)

If you work on Mac OS or Linux - go to chapter 5.2.

For sign a file on a disk, insert your CenCert card into a card reader (or insert USB token to the USB port),
then Right click on the file name. Then select the menu command PEM-HEART Signature -> Podpisz.
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B T,y — =
" ]. v Komputer » DATA (E:) » Jacek GDysk2017 » Enigma » !'Dozrobienia » 1 - H Przeszukaj: 1 }J

Organizuj * E Otwérz Drukuj Nagraj MNowy folder

= 0 @

Jﬁ Muzyka -

Data modyfikacji Typ

Rozmiar

[&] Obrazy
B wideo

+d Grupa domowa

18 Komputer

&L Dysk lokalny (C:)
a DATA (E)

-
-

Plik do podpisu.docx Tytuk Dodaj tytut
Dokument programu Micresoft Office Word Autorzy: Jacek Pokrasniewicz

The signature window is displayed:

PEM-HEART Signature

A Electronic signature

e Fo0

Otwérz

Edytuj

Nowy

Drukuj

Podpis Elektroniczny PWPW SIGN 5
7-Zip

CRC SHA

Convert to Adobe PDF
Convert to Adobe PDF and EMail

Combine files in Acrobat...

Edit with Notepad++
Dysk Google

Otwdrz za pomoca
PEM-HEART Signature
MNorton 360

Przywroc poprzednie wersje
Whyilij do

Wytnij

Kopiuj

Utwérz skrot
Usuri

Zmien nazwe

Wiasciwosci

19:39

10KB|

Dokument pregra...

Tagi: Dodaj tag

3 [ Podpisz '

- cENE

€ENIGMA

B s B X O 2

Add fle Add directory Remove file Clear list = Show document  Open Help

File list
File Signature format
‘C:\L'""‘.." drzej\ 11-card 20191016-114144.log XAdES
Output directories
(®) Save the signature file in the directory with the original document,
() Save the signature file in following directory:
| || selec..
MNext = | | Cancel

If the signature format suits you (in this case it's XAdES), press the Next button.

The program warns you that your private key will be used:




PEM-HEART Signature User's Guide
PEM-HEART Signature

£ Caution! Private key will be used to create signature with accordance to the
LK Polish Electronic Signature Act and for signing timestamp request.

Then the program asks for your signature PIN:

P PEM-HEART Signature X

Wprowadz PIN podpisu |

Uruchom aplikacje rSign na swoim telefonie
i wprowadz PIN podpisu wyswietlany na ekranie.

Now, you should activate the application »Sign by CenCert on your mobile.

ver. 21.12.2021

rSIGN 5

ACTIVE SIGNING PIN

594056 o

When you activate the application on your mobile, read the ACTIVE
SIGNING PIN

and rewrite this PIN into the desktop signature application:

PEM-HEART Signature x

Wprowadz PIN podpisu

Uruchom aplikacje rSign na swoim telefonie
i wprowadZ PIN podpisu wySwietlany na ekranie.

There are no pending operations

10
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Now you must confirm the signature on your mobile (in the rSign application).

Operation confirmation

rSIGN S < Operation details

SIGNING PIN

écﬂ;&seghgﬂa - Complant @ Remember PIN (minutes;10) :Q f=) _jL
01:13 A \
e } |

SIGNATURE TYPE
.| Signature approval

PENDING OPERATIONS DATE AND TIME i V-
2021-12-17,17:09:34 SUEAED ’w]
U 2021-12-17, 16:50;11 ) ) c ’ ’ ‘3‘\‘ 3l
Signature approval ’ ADDITIONAL DATAILS =
Wykonanie operacji podpisu na | /".‘ ‘|
tap here urzadzeniu JPOKRASNIEWICZ ‘Ji }U\

Operation accepted

REMAINS 1:38

< REJECT

Attention! We recommend setting the Remember PIN option, with a value of at least 2 minutes. It allows you
to place a signature with time stamping or even multiple signatures (if many files have been indicated in the
program to be signed), without the need to approve each signature operation on the phone separately. If you
set the signature to one-time (don 't remember PIN option), then performing a signature with a time stamp will
require double approval of the signature on the phone (signature under the document, signature under the
request for time stamping).

After confirming the operation on the phone, the program will perform the signature:

11
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/] PEM-HEART Signature = =

,j Electronic signature eNniGMmA

~ = 3
_— .
Show document | Open containing directory  Show report  Open Help

Signature operation has been completed

File Signature format

4 |@ C\Users\Andrzej\Desktop\Katalog testéw CenCert.docx XAdES

Signature was saved in the file:
Ch\Users\Andrzej\Desktop'Katalog testéw CenCert.docxxades

Close

Comments:

1) Advanced options such as a format of signatures, placing signatures in a separate files, time stamping, and
other settings - are available under the button Options. Settings changed in this way refer to one signature
and are not remembered for later use. For general options see chapter 8.1.

2) Depending on the signature format, a signature will be saved in the same file without changing the name
or in a new file with the changed file name extension.

3) If you choose "signature in a separate file", the signature will be saved in a separate file. In this case, you
must provide two files to the recipient: the original (signed) file and the signature file.

4) An Internet connection is required when signing.

12
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4 Signature verification

If you work on Mac OS or Linux - go to chapter 5.2.2.

To verify a signature, Right click on the signature file (or signed filer) name, and then choose PEM-HEART
Signature -> Weryfikuj.

. » Komputer » DATA(E) » Jacek GDysk2017 » Enigma » Do zrobienia b 1

ver. 21.12.2021

Organizuj = B8 Open with Adobe Acrobat DC +

Drukuj

Nagraj  Nowy folder

¢ Ulubione
@ Creative Cloud Files
| Ostatnie migjsca
i Pobrane
B Pulpit
i Jacek GDysk2017

- Biblioteki
|| Dokumenty
o' Muzyks
=] Obrazy

B wideo
*& Grupa domowa
18 Komputer

&L, Dysk lokalny (C:)

== DATA (E)

€ Siec
15 XKOM

test.pdf

Adobe Acrobat Decument

Data modyfikacji: 2019-10-07 14:13
Rozmiar: 391 MB

Nazwa

&) Plik do podpisu.docx

Data modyfikaji

2019-10-07 09:39

Typ

Dokument progra..

Rozmiar

10 KB

| ) test
] test

Open with Adobe Acrobat DC
Drukuj

Podpis Elektroniczny PWPW SIGN 5
7-Zip

CRC SHA

Edit with Adobe Acrobat

Combine files in Acrobat...

Edit with Notepad++
Dysk Google

Otwérz za pomoca
PEM-HEART Signature
Norton 360

Przywré¢ poprzednie wergje
Wyslij do

Wytnij

Kopiuj

Utwérz skrét
Usur

Zmien nazwe

Wiasciwosici

2019-10-07 14:13

Adobe Acrobat D...

4013 KB

2019-10-07 14:13

Podpisz
Weryfikuj

Dodaj podpis
Oznakuj czasem

Dodaj kontrasygnate

Pokaz atrybuty podpisu

Pokaz podpisany dekument

Data utworzenia: 2019-10-07 14:35

Dokument XML

4013KB

13
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Then program displays signature verification window:

ver. 21.12.2021

PEM-HEART Signature

v_-?"J Signature verification

B % B X B 2

Add fle Add directory Remove file Clear list Show document  Open Help

File list

‘ Ch\Users\Andrzej\Desktop'Katalog testow CenCert.docxxades

Time of verification Qutput directories

@ verify signatures on time from signature timestamp
({use current system time if timestamp is not present)

() verify signatures on given time: 16 pazdziernik 2019 13:47:03

Date: Hour:

16-10-2019 13:47:03 <

—=
ENIGMA
Verify Cancel

Press the Verify button.

The program verifies the signatures (or seals) saved in the document and displays the verification result:

PEM-HEART Signature

‘?"J Signature verification

_ olEN

ENIGMA

N = v
A | 2
Show document  Open containing directory — Signature attributes

L [

Show certificate  Show repart

=

Create PDF report

0

-
Open Help

Verification I i

4 @ C\Users\Andrzej\Desktop\wniosek-recertyfikacyjny.pdf xades

4 Number of signatures: 1

- } Signature verification status: Signature has been verified as valid,

Signature type: qualified

Funkcja skrétu podpisu: SHA-236. Funkcja skrétu dokumentu: SHA-256

Qualified Certificate Statements (QcStatements):
Public key is in a Q5CD
Electronic signature
Policy location of qualified trust services. Language: en, URL: https://www.cencert.pl/pds

4 Signed by:

Country: PL
Surename: test
Forename: test
Common name: test test
Serial number: PNOPL-77012978782

4 Time stamps: 1

> TY Timestamp ( 2019-04-18 06:43:07 (UTC) )
The validity of the signature verified on the day specified in the time stamp.

Create archive form| Create LONG form

14
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If the signature has been time stamped - the time on which the signature is verified is taken from the time
stamp (so any subsequent revocation of signing certificate doesn't affect the result of verification).

If the signature does not have a time stamp - the signature is verified on current time or on another time
manually entered ("verify signatures on a given time: ...."). In the case of manual entry of time, the
responsibility of the correctness of this time (if needed also proving that the signature existed at that moment)
lies solely on the user.

The verification result is marked with colorful symbols for clear identification:
- Green means correct signature verification.

- Yellow means incomplete verification - the signature is mathematically correct, but it cannot be confirmed
yet whether the certificate was valid at the time of signing. In this case, the verification should be repeated
later - e.g. in a few hours or the next day.

- Red indicates a failure to verify the signature (e.g. mathematical incompatibility, i.e. a violation of the
document's integrity or the case of revoked certificate) .

Comments:
1) Additional actions are available at the top menu:

a) Create PDF report - saves the clear report (in PDF) confirming the status of the signature
verification.

b) Show certificate - displays the certificate used to sign (and possibly personal data of person who has
signed the document).

c) Show document - displays the original (signed) document, if there is a program installed on the
computer for displaying a given document type.

d) Signature attributes - displays additional data attached to the signature.
e) Open containing directory - opens the directory view on the disk where the signed document exists.
2) After validating the signature, you can create advanced forms of signature:

a) Archive form - secures the possibility of the correct signature verification for the period of validity of
a time stamp (practically about 7-10 years). Creating an archive form requires access to the Internet
and downloading, among others, two time stamps. You may need to buy a time stamping service
package.

b) Long form - secures the possibility of the correct signature verification for the period of validity of a
OCSP and a time stamp (practically about 5 -10 years). Creating a long character requires access to
the Internet and download, among others, one timestamp. You may need to buy a time stamping
service package.

15
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S Work in the main program window
5.1 Starting the program

All program functions (including signing and signature verification) are available after starting the PEM-
HEART Signature program from the Start menu (MS Windows) or from the icon on the desktop. If you use
other operating system (MacOS or Linux), run the program in a way appropriate for your system. The
program's appearance is the same as in MS Windows.

Example run from the menu Start Windows.

Najlepszy wynik
PPEM-HEART SIGNATURE 4

u Aplikacja

Aplikacje

P PEM-HEART Odnowienie certyfikatu >

PEM-HEART SIGNATURE

Aplikacja

# pemheart-signature_3.9.13.10.exe

7_ Wyszukaj w sieci Web

£ pem - Zobacz wyniki z sieci Web
Foldery (1+)

Dokumenty (5+)

o Owen
3 C5 uruchom jako administrator
[l Otworz lokalizacjg pliku

3 Przypnij do cbszaru startowego

42 Prypnij do paska zadan

[i] Odinstaluj

Recent

After starting the application the main program window is displayed:

PEM-HEART Signature = =
Basic functions
& 4
~ / PEM-HEART 3.9
Signature
Qencer’r

Basic functions
Advanced functions
Card
@nlcmﬂ ! Settings... I I Close

16
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5.2 Signing from the main program window

5.2.1 Signing from the main program window — if you use the
smartcard or USB token.

In order to sign, in the main program window (see chapter 5.1), press the Sign icon (menu on the left).

The signature window is displayed:

L PEM-HEART Signature - o

,j Electronic signature ENIGMA

¥ 5 B X 0 ?

Add file  Add directory Remove file Clear list  Show document  Open Help
File list

File Signature format

Qutput directories

(®) Save the signature file in the directory with the original document.

'3::1' Save the signature file in following directory:

Select...

Options. .. Mext = Cancel

Add file or files (icon 4dd file on the top menu). If you prefer to specify the directory (icon Add directory),
all files in this directory and its subdirectories will be chosen.

Press the Next button to proceed.
The program gives a warning that your private key will be used:
H PEM-HEART Signature

Caution! Private key will be used to create signature with accordance to the
l i, Polish Electronic Signature Act and for signing timestamp request,

Then it asks for the card PIN:

17
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/] PEM-HEART Signature
Entering the PIN code

Please enter PIN code protecting card keys
& |

and makes the signature:

H PEM-HEART Signature = B

,j Electronic signature eENIGMmA

~ ¢ u c.)

Show document | Open containing directory  Show report  Open Help

Signature operation has been completed

File Signature format

4 ° C\Users\Andrzej\Desktop'\Katalog testow CenCert.docx XAdES

Signature was saved in the file:
C\Users\Andrzej\Desktop' Katalog testéw CenCert.docxxades

Close

Comments:

1) Advanced options such as a format of signatures, placing signatures in a separate files, time stamping, and
other settings - are available under the button Options. Settings changed in this way refer to only one
signature and are not remembered for later use. See also general settings in chapter 8.1

2) Depending on the signature format, the signature will be saved in the same file without changing the name
or in a new file with the changed file name extension.

3) If you choose "signature in a separate file", the signature will be saved in a separate file. In this case, you
need to provide two files to the recipient: the original file and the file with the signature.

4) If the signature is to contain a time stamp and / or OCSP, an Internet connection is required when signing.
You may also need to buy a time stamping service package.

5.2.2 Signing from the main program window - if you use rSign (cloud
signing)

In order to sign, in the main program window (see chapter 5.1), press the Sign icon (menu on the left).

The signature window is displayed:
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PEM-HEART Signature - O

d Electronic signature @ﬂleﬂ

B B X B ?

Add file Add directory Remove file Clearlist  Show document  Open Help

File list

File Signature format

Output directories

(® Save the signature file in the directory with the original document,

() 5ave the signature file in following directory:

| | selec..

ot [ ]

Add file or files (icon 4dd file on the top menu). If you prefer to specify the directory (icon Add directory),
all files in this directory and its subdirectories will be chosen.

Press the Next button to proceed.
The program gives a warning that your private key will be used:
PEM-HEART Signature

f Caution! Private key will be used to create signature with accordance to the
Lh Polish Electronic Signature Act and for signing timestarmp request.

Then the program asks for your signature PIN:

P PEM-HEART Signature X

Wprowadz PIN podpisu |

Uruchom aplikacje rSign na swoim telefonie
i wprowadz PIN podpisu wyswietlany na ekranie.

Now, you should activate the application »Sign by CenCert on your mobile.
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rSIGN 5

ACTIVE SIGNING PIN

594056 o

When you activate the application on your mobile, read the ACTIVE
SIGNING PIN

There are no pending operations

and rewrite this PIN into the desktop signature application:

PEM-HEART Signature X

Wprowadz PIN podpisu

Uruchom aplikacje rSign na swoim telefonie
i wprowadi PIN podpisu wyswietlany na ekranie.

Now you must confirm the signature on your mobile (in the rSign application).

Operation confirmation

rSIGN (& < Operation details

SIGNING PIN
v Compliant

ACTIVE SIGNING PIN

279939 o

@ Remember PIN (minutes:10)
SIGNATURE TYPE
. Signature approval

PENDING OPERATIONS DATE AND TIME Enter PIN

2021-12-17,17:09:34
U 2021-12-17, 16:50:11
Signature approval ADDITIONAL DATAILS

Wykonanie operacji podpisu na

urzadzeniu JPOKRASNIEWICZ

tap here

Operation accepted

REMAINS 1:38

CONFIRM
< REJECT )
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Attention! We recommend setting the Remember PIN option, with a value of at least 2 minutes. It allows you
to place a signature with time stamping or even multiple signatures (if many files have been indicated in the
program to be signed), without the need to approve each signature operation on the phone separately. If you
set the signature to one-time (don 't remember PIN option), then performing a signature with a time stamp will
require double approval of the signature on the phone (signature under the document, signature under the
request for time stamping).

After confirming the operation on the phone, the program will perform the signature:

H PEM-HEART Signature = =

/j Electronic signature eNniGMmA

~ £ U ‘?

Show document | Open containing directory  Show report  Open Help

Signature operation has been completed

File Signature format

4 |@ C\Users\Andrzej\Desktop\Katalog testéw CenCert.docx XAdES

Signature was saved in the file:
Ch\Users\Andrzej\Desktop'Katalog testéw CenCert.docxxades

Close

Comments:

1) Advanced options such as a format of signatures, placing signatures in a separate files, time stamping, and
other settings - are available under the button Opftions. Settings changed in this way refer to one signature
and are not remembered for later use. For general options see chapter 8.1.

2) Depending on the signature format, a signature will be saved in the same file without changing the name
or in a new file with the changed file name extension.

3) If you choose "signature in a separate file", the signature will be saved in a separate file. In this case, you
must provide two files to the recipient: the original (signed) file and the signature file.

4) An Internet connection is required when signing.

5.3 Signature verification

To verify the signature, in the main program window (see chapter 5.1), press the Verify icon (menu on the left
side of the main window).

The signature window is displayed:
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PEM-HEART Signature - O

Rn?!-J Signature verification @ﬂleﬂ

¥ o5 B X O 0?2

Add file Add directory Remowe file Clear list  Show document  Open Help

File list

Time of verification Output directories

r@) verify signatures on time from signature timestamp
=~ (use current system time if tmestamp is not present)

() verify signatures on given time: 16 paZdziernik 2019 14:51:49
Date: Hour:
15-10-2019 14:51:45 =

| Verify | | Cancel

Now add the file or files to verify (4dd file button on the top menu). If necessary, you may change the file
name extension filter (e.g. to "*.*").

PEM-HEART Signature = B

\?’J Signature verification @ﬂIGmPl

B % B X B ?

Add file Add directory Remove file Clear list  Show document  Open Help

ekt Select files ?
Look in: | | C:\Users\Andrzej\Desktop\CERTUM >0 O O @ [
L& My Computer MName Size Type Date Modified
i TOKB i .
B Andez 1034348 _fipiu._1907241012.pdf pdf File 2019-0... 10:28
Time of verif
@ verify
= (use a
() verify
File name:

Files of type: |PDF files (*.pdf) 7 Cancel
Signature files (*.pem *.sig *.xades *.signPro *.asics *.asice

PDF files (*.pdf)
XML files (*,xml)
All files (*,%)

Choosing the directory (4dd directory button) makes all files from this directory and its subdirectories to be
chosen.
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When you choose files, press the Verify button to proceed.

The program verifies electronic signatures saved in the documents and displays the result of the verification:

H PEM-HEART Signature - O

v'!J Signature verification Enlcmﬂ

= — 7 7 [ I I ?

Show document  Open containing directory  Signature attributes  Show certificate  Show report  Create PDF report  Open Help

Verification completed

4 ‘__; ChUsers\Andrzej\Desktop\wniosek-recertyfikacyjny.pdf xades

4 MNumber of signatures: 1
. Signature verification status: Signature has been verified as valid,
Signature type: qualified
Funkcja skrétu podpisu: SHA-256. Funkcja skrétu dokumentu: SHA-236
Qualified Certificate Statements (QcStatements):
Public key is in a QSCD
Electronic signature
Policy location of qualified trust services, Language: en, URL: https://www.cencert.pl/pds
4 Signed by:
Country: PL
Surename: test
Forename: test
Common name: test test
Serial number: PNOPL-77012878782
4 Time stamps: 1

3 Timestamp (2019-04-18 06:43:07 (UTC) )

The validity of the signature verified on the day specified in the time stamp.

Create archive form| Create LONG form

See also the verification notes in the chapter 4.

5.4 Signing a file that has been already signed

A document that has been already signed may be additionally signed by the same or another person. The next
signature should be in the same format as previous ones - the program automatically chooses proper options
when you add the next signature.

To add a signature, in the main program window (see chapter 5.1), select menu Advanced functions (left side
bar of the main program window - see 5.1) and press the Add signature icon.
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The signature window is displayed:

[ /] PEM-HEART Signature - O
G‘J Add signature €n|G mﬂ
| x b 6)
®d = B :
Add file Add directory Remove fle  Clear list ~ Show document  Open Help
File list
File
Options... Mext = Cancel

The further signing process is the same as when you place the first signature in the document (see chapter 5.2).
The only difference is that you can't change the signature format (Options...) - it must be the same as of previous
signatures.

Comments:

1) In the case of the XAdES signature format, the method of placing multiple signatures in one document is
not described in standards. Various format compatibility errors may occur, adding the next signature may
destroy previous signature, especially when signatures were made by software prepared by various
companies. Because of that, we recommend to check (verify) signatures after adding the next signature in
the XAdES format.

5.5 Countersignature

A "countersignature" is a special way of creating signatures, in which you technically don't sign the document
itself but you sign previous signature instead (the document is signed indirectly). That mode of signing prevents
the possibility of removal previous signatures from the document (when your signature is still valid). In the
case of standard multiple signatures, one may be able to remove the previous signature from the document
while retaining your signature valid (the "countersignature" makes this impossible) .

The term "countersignature" in the above sense should not be confused with the same legal term. The
submission of an electronic signature as a "countersignature" (in the sense described above) is not reflected in
legal records regarding electronic signatures. The general provisions on electronic signatures apply. In legal
terms, this technical "qualified countersignature" is the same, as any other "qualified electronic signature".
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In order to make a "countersign", in the main program window (see chapter 5.1), select menu Advanced
functions (left side bar of the main program window - see 5.1) and press the icon Countersignature.

The countersign window is displayed:

H PEM-HEART Signature > =

_’_7 Adding countersignature ENIGMA

B o B X B 2

Add file Add directory Remove file Clear list  Show document  Open Help

File list

Next = Cancel

Add file or files (icon 4dd file on the top menu) or directories (icon Add directory).

Then press the Next button to proceed.

Present electronic signatures are verified and the program displays the status of the verification:
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7] PEM-HEART Signature - O

‘7 Adding countersignature Enlc mﬂ

) [ - ERE R

Show document | Open containing directory | Signature attributes  Show certificate Show report  Create PDF report  Open Help

Verification completed
4 = C\Users\Andrzej\Desktopwniosek-recertyfikacyjny. pdf.cades
4 Number of signatures: 1
4 | Signature verification status: Signature has been verified as valid,
Signature type: qualified
Funkcja skratu podpisu: SHA-236. Funkcja skrétu dokumentu: SHA-256
Qualified Certificate Statements (QcStatements):
Public key is in a Q5SCD
Electronic signature
Policy location of qualified trust services. Language: en, URL: https:/fwww.cencert.pl/pds
4 Signed by:
Country: PL
Surename: test
Forename: test
Common names test test
Serial number: PNOPL-T7012478782
4 Time stamps: 1

* &5y Timestamp (2018-04-18 06:43:07 (UTC) )
The validity of the signature verified on the day specified in the time stamp.

Options... Countersignature

Press the Countersignature to proceed. The program asks for the PIN for your card and creates the signature
in the form of "countersignature".

5.6 Time stamping

A qualified time stamp gives the evidence of the existence of a document at given time. In Polish law, a
document with a qualified time stamp has a legal "certain date". In the whole EU (under e/DAS regulation),
qualified electronic time stamp benefits from a presumption of accuracy the date and time, which indicates
and the integrity of the data that has been stamped.

If a time stamp is added to a electronic signature, it confirms not only the existence of the signed document,
but also the signature itself, which protects against the legal consequences of subsequent revocation of the
certificate used for the signature.

The time stamp (except for signatures in the PAJES format) may also be attached to the signature later, even
by the recipient of the document (in fact, the recipient of the document is often more interested in the possibility
of long-term signature verification). Other advanced forms of signatures should also be considered - a long
and an archival forms (see comments in chapter 4). These forms also use time stamps, among other data needed
for verification.

In order to add time stamp to the signature, in the main program window (see chapter 5.1), select menu
Advanced functions (left side bar of the main program window) and press the icon Add timestamp.

The time stamping window is displayed. Choose file, files or directories (icons Add file, Add directory on the
top menu) - as in the case of signing or signature verification mode (see chapter 5.2 or 5.2.2). When you push
the Next button, the program asks for the PIN for your card (to sign a time stamping request), then adds a time
stamp to each signature contained in chosen files.
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Warning:

1) Purchasing of a time stamping service package may be required.

5.7 Placing the XML document signature in specified position

By default, when a program signs an XML document (XAdES enveloped format), it places the signature at the
end of the document structure. In the majority of cases, this is sufficient and meets the requirements of systems
using signatures. If, however, there is a need for a different signature location inside the XML document, use
the Sign XML document with attachments option. This option is dedicated to advanced users and requires the
knowledge of the construction of XML files, in particular knowledge of XML Pointer Language (XPointer)
documentation.

In order to make such a signature, in the main program window (see chapter 5.1), select menu Advanced
Sfunctions (left side bar of the main program window) and press the icon Sign an XML document with
attachments.

The special signature window is displayed:

/] PEM-HEART Signature = B

{j(; Electronic signature €n|G mﬂ

¥ 5 B8 X & - K

Add file Add directory | Remove file | Clear list  Add attachment = Show document  Open Help
List of xml documents and attachments

File Signature placement

Ch\Users\Andrzej\Desktophinitupload_enveloped_xades.xml On the end of xml file A

Output directories

(®) save the signature file in the directory with the original document.

() save the signature file in following directory:

Options... Mext = Cancel

Choose file, files or directories (icons Add file, Add directory on the top menu) - as in the case of signing or
signature verification mode (see chapter 5.2 or 5.2.2).

If the signature is to be located in a different place than at the end of the file, click with the mouse on the On
the end of the xml file label.
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List of xml documents and attachments

File Signature placement

ChUsers\Andrzej\Desktoptinitupload_enveloped_xades.xml On the end of xml file

0On the end of xml file
@ Addnew ...

Choose 4dd New ...menu, then program displays the configuration of the signature position:

PEM-HEART Signature 7

A Xml signature settings

Defined locations of signatures in XML document: Name:

On the end of xmi file On the end of xml file

Xpointer:

spointer({f*ast)

Description:

Signature will beplaced at the end of xml file, inside last xml

tag.Location of the signature defined by the "xpointer’
expression: \t xpointer(=ast)

Example:

<?xml version="1.0" encoding="utf-8"7 >
<Document ... xmins:ds="htt
xmidsig#" xmins="http:
Example xsd fexample.xsd” >
<Data>
SCEE S

.org,2000,/09/
nigma.com.pl/Documents/

<B>...</B>
<fData>
<ds:Signature ... »...</ds:Signature>

0 6 <[Document>

Close

Click with mouse on the [EI icon, then type the name of your configuration, the structure xpointer and
optionally a description of the configuration. Structure xpointer is defined as: xpointer ([indication of

the node XML]). Available forms of this structure are described in the XML Pointer Language (XPointer)
documentation available, among others, at http://www.w3.org/TR/WD-xptr.

Signing in XAdES enveloped format does not change the extension of the XML file or its structure.
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6 Smart card support

The program enables simplified handling of smart cards issued by CenCert.

All operations described below are invoked from the main program window (see chapter 5.1) when you click
on the Card label in the left menu (left-bottom on the main window).

PEM-HEART Signature — *

Change PIN

. Signature

Unblock card

‘

>
- : PEM-HEART 3.9
/

rc.\c\encerf

Basic functions
Advanced functions

Card

@n“:mﬁ [ Settings... Close

6.1 Changing the PIN

In order to change the PIN, select menu Card (the left side bar of the main window) and press the icon Change
PIN.

Then indicate the card token for which you want to change a PIN (Note: a qualified signature objects are
always placed in the first card token; other tokens can be used for other purposes, e.g. for electronic stamps or
non-qualified signatures):

29



PEM-HEART Signature User's Guide ver. 21.12.2021

Change token's PIN > B
Q @

Refresh  Change PIN

Select token for which you want to change PIN
4 7 (Gemalto USB Key Smart Card Reader 1

4[4 Token: ENCARD “& Token
[al Certificate: QUALIFIED-SGN
> “» Token: ENCARD 2 Name: ENCARD
> W Toker: ENCARD 3 Serial number: 7206600047D6CE71
Gemalto USB Smart Card Reader 0
Manufacturer: Enigma SCI Sp. z 0.0,
Model: IAS-ECC
Minimum PIM length: 4
Maximum PIM length: 127

Total memory for private objects: 131072
Free memory for private objects: 42223
Total memory for public objects: 131072

Free memory for public objects: 42228

Then click the Change PIN icon (in the top bar) .

PEM-HEART Signature EX]

PIM tries remaining: 3

Mew PIN code :

Repeat PIN code :
Length of PIN :  from 4 up to 127 characters

¥ Card details

Change Cancel

Enter the correct valid PIN code and enter (and repeat) the new code.

We do not recommend using national letters nor other characters for the PIN code, which may not be entered
correctly with different language settings of the computer keyboard. The smart card locks after 3 wrong
attempts to enter the code. We recommend saving the PIN in a secure place (separate from the card).

Note! If the PIN code is blocked, the card can be unblocked only with the PUK code.

You have entered first PIN / PUK codes when activating the card. We don’t have your PIN / PUK and we
cannot help in case of blocking the card because of an incorrect PIN / PUK.

6.2 Unlocking the card

If your smart card has been blocked because of too many incorrect PINs, you can unlock it with the PUK. You
have created the PUK code when your card was activated.

To unblock the card click the Unlock card icon:
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2
Select token ;
(\’ Select token
QI Hame: ENCARD
Serial number: 7206600047D6C8T1
BI Hame: ENCARD 2
Serial number: 7206600047D6CST1
ﬂl Hame: ENCARD 3
Serial number: 7206600047D6C871

Then select the appropriate token (for qualified signature: the first one)

PEM-HEART Signature

‘ Unblock card

Mew PIN code :

Repeat PIN code :
Length of PIN :  from 4 up to 127 characters

¥ Card details

Unblock Cancel

If you entered your PUK correctly, you can set (and repeat) the new PIN code and the card will be unblocked.

Note! There are 10 attempts to unblock the card with the PUK. If the PUK was entered incorrectly more
times, the card is permanently blocked and it cannot be used again.

You have created your PIN / PUK when activating the card. We don't have your PIN / PUK and we can't
help if your card has been blocked due to an incorrect PIN / PUK code.

6.3 Diagnostics

When you have many card readers and/or cards, the Diagnostics menu may be helpful.
After selection of the Diagnostics icon, the list of connected readers and information about present cards is
displayed.
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PEM-HEART Signature - o

O G By

4 " Gemalto USB Key Smart Card Reader 1

4 [ Token: ENCARD “& Token
[al Certificate: QUALIFIED-5GN
> “¥ Token: ENCARD 2 Name: ENCARD
> W Toker: ENCARD 3 Serial number: 7206600047D6CAT1L
Germalto USB Smart Card Reader 0

Manufacturer: Enigma SOI Sp. z 0.0,
Model: IASECC
Minimum PIN length: 4
Maximum PIM length: 127

Total memory for private ohjects: 131072
Free memory for private objects: 42228
Total memary for public objects: 131072

Free memory for public objects: 42228

You can get information about the objects on the cards: tokens, keys, and certificates. After selecting the
certificate, its structure and data are displayed. You can also (buttons at the top of the window) install the
certificate in the Ms Windows system's store and / or save the certificate to a file.
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7 Signing with rSign (cloud signing)

7.1 The configuration on your desktop

Before you can use rSign signatures on a given computer (on a given Windows account), you need to configure
a signature on each such computer (account).

The purposes of this operation are twofold - first, when starting to sign, the program must know who is going
to sign (which certificate should be used). Secondly, an important goal is to increase the security of your
signature - the rSign signature can only be made on computers previously trusted by you.

In order to configure the rSign signature, run the PEM-HEART Signature program (starting the program is
described in chapter 5.1).

Then select Card -> rSign Configuration

WA PEM-HEART Signature — X

PEM-HEART 3.9

-
Change PIN /
Signature
Unblock card
RSign configuration
Basic functions
Advanced functions
Card
@ﬂleﬂ Settings... . Close

If needed, you may change the language (into English) in the next window.
Then, choose the Activation.

PEM-HEART Configuration of rSign ? X

Activation

Installation of the renewed certificate
on another computer

Delete token

- L
aln

Language:
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In the window below, enter the computer name (it will be displayed on your phone during signature
operations):

u PEM-HEART Activation of rSign ? X

Friendly computer name [§5{[e}Ye] OFFICEI

RSign key identifier
(from a cell phone)

Description

Then rewrite the rSign key ID from the application on the mobile phone.

E] rSIGN ¢

ACTIVE

98-

To do this, run the rSign application on the

mobile, then: ¢l Actions

- select the menu (dashes in the upper left
corner)

- select the Key ID command.

There are no pending operations

rSignv1.0.3
CenCert 2021 © All rights reserved

&«
=
|
Then enter the PIN for the application on the mobile, rewrite the Key ID for
the window in the application on the desktop.
2383bt
Rey 1D
/) 0K

-
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Then click Activate.

PEM-HEART Activation of rSign ? X

Friendly computer name [RElolVeRo]z o
RSign key identifier 2583b54210
(from a cell phone)

Uruchom aplikacje rSign na swoim
telefonie i zatwierdz operacje.

Description

Activate

The program then displays information that it is still necessary to approve the device (desktop) as trusted on
your mobile. To do this, open the rSign app on your mobile (see images below).

= rSIGN e € Operation details

SIGNING PIN

ACTIVE SIGNING PIN H
v Compliant

935558 o

SIGNATURE TYPE
[& New device

PENDING OPERATlONS DATE AND TIME
2021-12-20, 16:30:26
2021-12-20, 16:30:26 N
© New device ADDITIONAL DATAILS
Generowanie nowego

identyfikatora dla urzadzenia
JPOKRASNIEWICZ

Operation accepted

REMAINS 1:0

CONFIRM

The program on the desktop displays a message about the completion of rSign signature configuration on the
given computer (system account).

u PEM-HEART Signature — 2l

QL

Change

Comments:

1) You can have multiple rSign certificates configured on one system account on your desktop. In order to add
another certificate to the configuration, repeat the operations described in this chapter, entering the next Key
ID (read from the rSign application configured on another mobile phone).
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2) From the point of view of signature creation programs, if you configure several certificates, the program
will recognize this situation as if you had several signature creation cards inserted into the readers at the same
time. How you respond to this depends on the program. In such a situation, PEM-HEART Signature will
display the window where you can choose the certificate to be used. A signature approval request will be sent
to the mobile phone associated with the selected certificate.

3) To remove a certificate from the configuration on the computer - see chapter 7.3. The certificate removed
from the configuration may be added again at any time.

7.2 Installing the certificate that was renewed online on
another computer

Online certificate renewal means the operation of obtaining a new certificate, with a new validity period, using
the previous (expiring) certificate. Online renewal is performed using the PEM-HEART Recertification
software. When renewing the certificate, it is not necessary to load the QR code into the rSign application on
the phone, as it is done when purchasing the first certificate.

Caution! If you had to (re)initiate the application on the mobile using a QR code when purchasing a new
certificate, then this wasn 't really an "online renewal operation" and the content of this chapter does not apply.
In this case, you should configure the rSign on the desktop according to chapter 7.1.

If you renewed your rSign signature certificate online (in the cloud), your new certificate was automatically
saved on the desktop on which the renewal operation was performed. However, if you use your rSign signature
on many computers - on the others, you need to update the configuration so that your signer application
"knows" about your new certificate.

In order to install the renewed online certificate on another computer, start the PEM-HEART Signature
program (starting the program is described in chapter 5.1).

Then select Card -> rSign Configuration.

W4 PEM-HEART Signature — X

g . PEM-HEART 3.9

Change PIN

. Signature

Unblock card

) 2

) 4 aner’r

RSign configuration

Basic functions
Advanced functions

Card

fenlcmﬁ Settings... Close

Then select Install a renewed certificate on another computer.
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H PEM-HEART Configuration of rSign ? X

Activation

Installation of the renewed certificate
on another computer

Delete token

Language:

Then enter the ID of your signing key:

P4 PEM-HEART Configuration of rSign 2 X

Installation of the renewed certificate on another computer

To do this, run the rSign application on the mobile, then:

- select the menu (dashes in the upper left [Z] N -

corner)

- select the Key ID command.

01:48

ACTIVE

98.

@l Actions

-

There are no pending operations

rSignv 1.0.3
CenCert 2021 © All rights reserved
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Then enter the PIN for the application on the mobile, rewrite the Key ID for
the window in the application on the desktop.

2383bt

Rey D

oK )

&8

Then click Download and install.

P4 PEM-HEART Configuration of rSign ? x

Installation of the renewed certificate on another computer

The program downloads your new certificate from the server and installs it on your desktop computer.

7.3 Removing the certificate configuration (or one of the rSign
certificates) from the computer

In order to configure the rSign signature, run the PEM-HEART Signature program (starting the program is
described in chapter 5.1).

Then select Card -> rSign Configuration.

38



PEM-HEART Signature User's Guide ver. 21.12.2021

PEM-HEART Signature — X

PEM-HEART 3.9

Change PIN

Signature
Unblock card

RSign configuration

Basic functions
Advanced functions

Card

EniGMA Settngs.. ||  Close

Then select Delete token.

A PEM-HEART Configuration of rSign ? X

Activation

Installation of the renewed certificate
on another computer

Delete token

| e
alw

Language:

The program will display a list of available "tokens" (including tokens on some physical cards, if available).
Select the rSign token to be removed.

A PEM-HEART Konfiguracja rSign — O X

o)

Alcor Micro USB Smart Card Reader 0

[4] Certificate

1
“» Token: ENCARD v Issuer =
|i| Certificate: CCSADC 9B CDE3 FA ... Country: PL

Organization: Enigma Systemy Ochrony Informacgji Sp. z o.c
Common name: CenCert QTSP CA
|dentyfikator organizacji: VATPL-5261029614
v Subject
Country: PL
Surename: Pokrasniewicz
Forename: Jacek
Common name: Jacek Pokrasn
Serial number: PNOPL-690627
v Validity
valid not before: 2021-09-29 12:30:04 (UTC)
valid not after: 2024-09-29 23:59:59 (UTC)
~ Public key
RSA (2048 bits)

w (Certificate versinn

< >

@ Certificate is registered in the system.

39



PEM-HEART Signature User's Guide ver. 21.12.2021

The program removes the selected rSign token.

The removed token may be added again at any time — see chapter 7.1.

7.4 rSign application on your mobile phone

7.4.1 Main windows

e 2 rSIGN 3 @

ACTIVE SIGNING PIN

The main screen of the application looks like this: ?ﬁ: ‘
pp 594056 | o112 /J.;

—

Description of the screen areas:

1 — Active signing PIN.

This PIN must be entered into the application that generates the signature (on
the desktop computer) - as "signature PIN" or "card PIN". The PIN code is
time-varying.

2 - Application menu.

3 - Refreshing information on operations to be approved (if the information
did not download itself).

There are no pending operations

7.4.2 Reading the key ID

The key identifier is information that should be protected (confidential). It should be used only for the
configuration of trusted computers on which you can sign your signature (including it may be transferred to
other, trusted entities managing systems in which you will sign server signatures).

Each signature operation requires approval using the application on your phone - having a key identifier
(without your mobile) does not allow anybody to sign on your behalf.

To read the key identifier, select the application menu (see chapter 7.4.1).

Then select Key ID, enter the PIN for the application - and read the Key ID.

7.4.3 Backup of mobile application data

The backup of mobile application data is necessary to transfer the signature activation data to another phone.
If you want to change your phone or if you lose your current phone (or the phone breaks) or the data on the
phone is deleted - you will be able to restore the signature activation data (you will not have to incur the cost
of acquiring a new certificate), provided that you have a current data backup of the rSign mobile application.

The application suggests making a bakup immediately upon activation. However, you can also perform the
backup operation later.
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We strongly recommend that you store the backup file outside of your phone (e.g. on Google Drive or iCloud).

The backup file is encrypted and contains only part of the data needed to activate your signature, so it can be
stored in a limited trust environment.

A backup performed once is up-to-date (and does not have to be repeated), unless you change the PIN to the
mobile application.

To delete the signature activation data from the phone, select the application menu (see chapter 7.4.1).

Then select Options and then select Backup.

The application will ask for a PIN to the application and then to indicate where to save the backup file.

€« Settings & Backup < Backup
Jackup is a unique encrypted file used to
- activate rSign on any device
(3 Remembering the PIN code >
- It's best to save it also outside this device -
Change the PIN code > send it to e-mail, to another device or to
the cloud.
Enter PIN
@ Associated mobile phone number >
Backup >
Device deactivation >
@  Language & English >

Backup is a unique, encrypted file used to
activate rSign on any device

SHARE

SAVE

7.4.4 Changing the application PIN

In order to change the PINo to the mobile application, select the application menu (see chapter 7.4.1).
Then select Change PIN, enter the old (current) PIN for the application, then enter the new PIN twice.

Comments:

1) PIN for the mobile application is a critical data. If you forget your PIN, you will lose access to your
signing key forever - the only way to restore signing is to purchase a new certificate. If you are not
sure whether you will remember the PIN, we recommend that you write it down in a safe place.

2) After changing the PIN, you need to backup the data of the mobile application again (see chapter
7.4.3). The old backup is encrypted with the old PIN and cannot be used anymore.

7.4.5 Authorized mobile telephone number

It is important that your current mobile number is in the CenCert database. If you want to transfer your
signature activation data to another phone, the CenCert system will send an SMS TO THIS NUMBER with
the code authorizing the transaction of transferring the activation data.

To update your phone number, select the application menu (see chapter 7.4.1).
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Then select Associated mobile phone number. 1f needed, change your telephone country and write down your
current mobile phone number (to delete number use backspace button), then press the accept button. Give
your application PIN code and the number is updated on CenCert servers and you are informed of it by the
application (see pictures below).

< Settings & Associated mobile phone number = AssScaiziecmobiiephonelnumbsn
~* Number updated
PHONE NUMBER ASSOCIATED WITH THE
0] Remembering the PIN code > PHONE NUMBER ASSOCIATED WITH THE
- +48 111111111 ACCOUNT
Change the PIN code > w *48 11111111 7
= choose your mobile
[% Associated mobile phone number > your phone number
telefone
Backup > country
Device deactivation >
@  Language & English >
a 0
a ] o °

7.4.6 Signature PIN timeout (remembering the signature PIN)

Each rSign signature must be authorized by you via the rSign mobile application. You may activate one
signature at a time, but you can also enable multiple signatures without the need to approve each operation in
the mobile application.

If, when confirming the operation, you set the signature time to e.g. 1 minute, it means that subsequent
signature operations coming from the same computer will be performed without sending further queries to
your mobile application, as long as the time between each signature is not longer than the set 1 minute
(signature 'inactivity' time). In any case - regardless of this setting - after 60 minutes from the first signature,
the signature status will be reset (the next operation will need approval again).

Setting the signature inactivity time is useful wherever you want to sign many signatures at once (e.g. when
you have placed many files for signature in the signing window of the PEM-HEART Signature or if you use
an application that doesn’t ask for PIN for subsequent documents signed, as for example Acrobat DC or
Acrobat Reader DC). This option is also useful when placing signatures with time stamping - because then
two signatures are made each time (one under the document, the other on request for time stamping).

Setting the signature inactivity time (setting multiple signatures) is useful and may be recommended if you are
always signing from computers that are under your sole control and that you trust. If you are signing from a
computer where you have limited control, it is safer to set the option to validate one signature only.

If you want to change the signature approval option (and possibly set the signature inactivity timeout period)
- select Settings in the application menu, and then Remembering the PIN code. Then set your preferred value
of the signing PIN.
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7.4.7 Transferring activation data from another phone

If you want to transfer data from another phone, install the "rSign by CenCert" application from the Google
Play or AppStore on the new phone.

Activation

Then, in the main application window, select the command TRANSFER
ACTIVATION.

You need a QR code from the application for
a certificate to be scanned

If you have already used rSign - transfer
activation

SCAN THE QR CODE

o B i I
( TRANSFER ACTIVATION

Then press the SELECT A FILE button S Moving Activation € Moving Activation
and select the backup file (the default file Step 1/3: Selecting a file Step 1/3: Selecting a file
name is

rsign_backup XXXXXXXX.rsign) and
press the Next file button.

SELECTED BACKUP FILE

— rsign_backup_1640025635148.
®] rsign 4

Select the backup file with the extension
»-rsign”

SELECT AFILE NEXT
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Then enter your name and surname and mobile phone number (which was
set in the CenCert system). If needed, change your phone country (press the
flaq button).

Press the NEXT button.

In rare cases, if you have associated your phone with several still valid rSign
certificates (and the system doesn’t know which certificate activation is to
be used), the application asks you for the certification request number that
you have signed (manually or electronically) when issuing your certificate.

The application number is, for example, a number such as
"2021022600768".

If you do not know this number, you may call CenCert Technical Support
during its business hours. CenCert staff will be able to find the number
based on your personal information and the approximate date of acquiring
the certificate. You can also write an e-mail to the following address:
biuro@cencert.pl.

Then press the VERIFY button.

ver. 21.12.2021

€ Verification of data

Step 2/3: Data verification

FIRST NAME

eg. Agnes

LAST NAME

eg. Smith

MOBILE PHONE

w +48 eg.609000120

After entering the data and their positive
verification, you will get SMS with the
code to be entered in the next step.

NEXT

< Moving Activation

Step 2/3: Data verification

Enter application number from the
document

that you got with the certificate.

NO OF THE APPLICATION FOR ISSUING YOUR CERTIFI}

eg. 2021090200999

If you do not have it, please contact
technical support at:

+48 666 028 044 &

VERIFY
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- Moving Activation Moving Activation

Step 3/3: SMS code

Enter the code received in the SMS. If you
Enter the verification code you received via e kb il
SMS and the PIN for the mobile application e Enter PIN
(old PIN - the one you set up when you Pt
backed up the data of the mobile

application)

eg. 567890

Press Confirm.

Now is a good time to make a new backup — the application propose making the backup. The previous backup
file (from which you’ve just read the data) is now useless. It cannot be reused.

After making the backup - you have really finished activating the signature on the new phone. You can remove
(deactivate) the signature data on your old phone if you still have access to it.

7.4.8 Deactivating the signature data on the phone

To delete the signature activation data from the phone, select the application menu (see chapter 7.4.1), the
Settings and Device deactivation.

The signature activation data can be restored on this (or another) phone, provided that:

1) you have an up-to-date backup of mobile data,

2) you know the PIN for the mobile application (which was valid at the time of the backup),
3) you can receive SMSs from the phone number defined in CenCert.
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8 Program options, working without Internet

All operations described below relate to operations invoked from the main program window displayed after
its launch (how to launch the program - see Chapter 5.1).

8.1 Options of signatures

To change the options of signing operations, click the Settings button in the main program window. Then
choose the Signing tab.

7] PEM-HEART Signature = B
A Settings

Signing Files Proxy PIN Certificates | TSLlists | General | Updates | Importdata
Format and type of signature

Extension Extension options

Signature format

*PDF (®) XAdES (standard ETSI TS 101 903)
XML

[] %adEs enveloping
XAdES in detached file
[] %adES enveloped (only for XML files)

() CAdES, CMS (standard ETSI TS 101 733)
S in detached file

() CAdES, 5/MIME (standard ETSI TS 101 733)

\dES (only for POF files) (standard ETSI TS 102 778

() ASIC (standard ETSI TS 102 918)

CHI )

[7] Add timestamp
\dd OCS5P response

["] Encode to base&4 xml documents while signing with XAdES enveloping

[] Uzyj atrybutu “Wskazanie na certyfikat podpisujacego™ (ang. Signing Certificate) w wersji 2

[] Add type of commitment proof of origin
Cryptographic algorithms

Digest algorithm SHA-256

Save Cancel

All options specifying the signature format (XAdES, CAdES, ASiC) will be applied to files with the name
extension as currently selected in the Extension list. The "*.*" is a special symbol that means "all the files
except specified below".

For example - in the picture above - the name extension "*.*" is selected. That means that all files except PDF
and XML files, will be signed using the format: XAdES in detached file (as selected in the window on the
picture above). At the same time PDF and XML files may have their own signature formats selected. It will
be visible when you select the * .PDF or * . XML line respectively.

@ ©
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In the next part of the window (below, starting from the option Add timestamp ), you can specify additional
options for signatures. These settings apply to all signatures - regardless of the file name.

The Add time stamp option means that a time stamp will be added to each signature (Note! You may need to
buy a time stamp service package for correct operation).

The Add OCSP response option means that in addition to the time stamp (which must also be selected then),
information about the status of the certificate used for the signature will be added (this creates a signature in
the long form - see also Notes in Chapter 4).

The option Encode to base64 documents while signing with XAdES enveloping is needed in specific situations
when the system verifying signed documents has limited verification capabilities and requires the base64
encoding.

The option "Use Signing Certificate attribute in version 2" puts the signature with the certificate identification
in a format compatible with newer versions of ETSI standards. Select the option if it is required by the signature
verification system that uses only new formats.

Selecting the Add type of commitment option adds a signed attribute that indicates for what purpose (in what
role) the signer has signed (e.g. "formal approval" or "acknowledgment of receipt", etc.).

Option Digest algorithm specifies cryptographic hash algorithm used to create the signature. The program
allows only good algorithms that guarantee (when the version of the program is current) adequate security.

8.2 Files

The tab Files gives options for setting destination folders for processed documents. By default, the program
puts processes documents in the same folder in which the original document is located. However, it is possible
to specify other directories to which processed (signed or verified) documents will be saved.

Signing Files Proxy PIN Certificates | TSLlists | General | Updates | Import data

Output directories

[ after signing place output files in selected directory:

[] Place verified files in selected directory:

Figure 49 Output directory configuration

To define destination directory check the appropriate check-box, then click the Select button and choose the
folder.

8.3 Proxy

The tab is used to specify the Internet proxy server (use it when your Internet connection needs it). You must
complete all mandatory fields for the proxy .

The option is activated after selecting the Configure proxy check-box .
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Signing Files Proxy PIN Certificates | TSLlists | General | Updates | Importdata

Proxy Server
[] configure proxy

HTTP Server proxy: Port:

Proxy authentication
User name:

Password:

Note! Misconfiguration results in the lack of access to the Internet (the time stamp cannot be downloaded, it
signature validation is very limited).

8.4 PIN

The PIN tab is used to set options referring to storing the card PIN .

By default, the PIN is stored in program memory during signing all the files selected in the signing window -
in order to sign all the selected files you have to enter the PIN only once. If you re-select files for signature
later (even without closing the program) you need to re-enter the PIN.

There are also other possibilities of this option: that the PIN will be given always to each individual signature
or will be stored in the computer memory for a specified time range.

Signing Files Proxy PIM Certificates | TSLlists | General | Updates | Importdata

Options for PIN entering
() Always ask for PIN

Enabling PIN remember option will store PIN code in system memory. This may result with PIN disdosure if the application is executed outside
of a =afe environment.

() Remember PIN for selected period of time 1 2 min.

(@) Remember PIN for the time of signing selected files

8.5 Certificates

The tab Certificates refers to your certificate. If your card is present in the reader, the program automatically
reads data from it and displays it in the window. If the certificate couldn't be read, check the card placement
and then use the Load button to try again.
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EEEE N

A Settings
Signing Files Proxy PIN Certificates | TSLlists | Gemeral | Updates | Importdata ‘
User certificate

4 Issuer
Country: PL
Organization: Enigma Systemy Ochrony Informacii 5p. z 0.0
Common name: CenCert QTSP CA
Identyfikator organizacji: VATPL-5251029514

4 Subject
Country: PL
Surename:.
Serial number 3+

4 validity
wvalid not before: 2019-09-19 09:51:36 (UTC)
walid not after: 2021-09-19 23:59:59 (UTC)

4 Public key
RSA (2048 bits)

4 Certificate version
3

4 Serial number
0185BF 1023580819 (HEX)

> Extensions

CA certificate
Load the CA certificate to database

You may use the Register button to register your certificate to the Ms Windows system store.

You may export the certificate to a file using the Export button .

All of the above operations can also be performed from the Card menu (see chapter 6 above ).

The CA's tab certificate section (lower part of the window) is used to indicate and load a certificate of the trust
service provider into the program's database. The option is used in specific situations regarding commercial
(non-qualified) signatures - when the program does not have a valid "intermediate authority" certificate of the
trust service provider in the database.

8.6 TSL lists

TSLs contain all necessary data on qualified trust service providers in the EU (including Poland). It enables
the program to verify signatures made using qualified certificates issued by Polish and other EU trust service
providers.
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Signing Files Proxy PIMN Certificates | TSL lists General | Updates | Importdata

TSL lists:
Austria (AT) ~
Status : Loaded
Last update : 16.10.201% 15:37:13
List address : https://www.signatur.rtr.at/currenttlxml
Belgium (BE)

Status : Loaded
Last update: 16.10.2019 13:37:13
List address : https://tsl.belgium.be/tsl-bexml
Bulgaria (BG)
Status : Loaded
Last update : 16.10.2019 15:37:14
List address : https://cre.bg/files/_en/TSL_BG.axml
Croatia (HR)
Status : Loaded
Last update: 16.10.2019 13:37:26
List address : https://www.mingo.hr/TLS/TSL-HR.xml
Cyprus (CY)
Status : Loaded
Last update: 16.10.2019 13:37:13
List address ¢ httpe//www.mew.gov.cy/meow/dec/dec.nsf/all/B28CT1BBFDBACD45C2257E0DOD2!
Czech Republic (CZ)
Status: Loaded
Last update: 16.10.2019 13:37:13
List address : https://tsl.gov.cz/publ/T5L_CZxtsl
Denmark (DK)
Status : Loaded
Last update: 16.10.2019 13:37:19
List address : https://www.digst.dk/TSLDKxml
Estonia (EE) v
£ >

Download

The tab presents the current status of TSL lists in the program's database.
The windows also provides the ability to manually download current TSLs issued in EU countries (the manual
download is not required for normal operation, as the program automatically downloads new TSL list when it

is needed) .

To download TSLs, press the Download button .

8.7 General

Changing the program language to English or Polish:

Signing Files Proxy PIM Certificates | TSLlists | General | Updates | Importdata

GUI settings
Language english -

[] use built-in file selection dialogs

8.8 Updates

In the Updates tab you can find information about program version and you can check if there is a new version
on the server.
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Signing Files Proxy PIN Certificates | TSLlists | Gemeral | Updates | Importdata

About

PEM-HEART Signature

version 3.9.13.21

compilation  K.2019100401

Enigma Systemy Ochrony Informacji Sp. z 0.0.

Check at program startup

Check for update

Information about the available update can be obtained by pressing the Check for updates button.

You may also set options for automatic checking during program startup. If a new version is detected, a
message will be displayed .

8.9 Import Data

The tab Import data is helpful when operating the program in an Internet-less environment. Is such situation
placing time stamps or checking the status of the certificate (based on OCSP) is not possible. Signing and
verification of signatures are still possible, provided that the program has current TSL and CRL lists - which
in such case must be transferred and loaded into the program manually.

Signing Files Proxy PIN Certificates | TSLlists | General | Updates | Importdata

Import CRL
CRL file path
Select... Add CRL

Import TSL
TSL file path
Select... Add TSL

Cache

Clear cache

To load a file with the CRL or TSL list, press the Select button next to Import CRL or Import TSL respectively,
then point on the appropriate file on the disk. Then push 4dd CRL or Add TSL button respectively.

The "Clear cache" button deletes the PEM-HEART Signature database. This should be tried in specific cases,
e.g. when there is a database error.

Cache
Bl PEM-HEART Signature

o Cache was successfully cleaned.

Clear cache

The database contains cached data (e.g. current CRL list). Deleting it does not cause negative consequences,
because the program will simply download the missing data from the Internet.
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9 Troubleshooting

Troubleshooting:

ver. 21.12.2021

SIGNING

Ip

Problem

Cause

Solution

No time stamp could
be retrieved from any
of the servers

No time stamp package is
assigned to the certificate

- try again the next day (two time
stamps per day can be downloaded for
free), or

- buy a time stamping package (details:
http://www.cencert.pl ), or

- disable the option of time stamping
signatures (see chapter 3 above )

The program has no
access to the Internet

- check internet connection
- check the proxy settings (if you use a
proxy server) - see chapter 7.3 above )

Signature failure: To
make the next
signature, select
"Advanced features /
add signature"

The file already contains a
signature.

- add a signature using the "Add
signature" command (see chapter 5.4
above )

VERIFICATION

Ip

Problem

Cause

Solution

Indicate the location
of the documents.
Not all disconnected
documents were
found ....

The program can't find in
the directory with the
signature file, the file that
was signed.

Indicate the file that has been signed
(corresponding to the signature that is
being verified) in the program window.
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